MES100 CLIENT SERVICE
INSTALLATION MANUAL

MANTRA  MANTRA REGISTERED DEVICE SERVICE

foh

1. Download link for Mantra RD Service Setup.

Registered device service of MFS100 is fully compatible with latest Aadhaar
Authentication APl 2.0 (rev 1).

Registered device service Setup for MFS100 is available on our
download portal

http://download.mantratecapp.com/Form
s/DownLoadFiles.

Download

» MANTRA PRODUCTS

MANTRA RD Senvice (Aadhaar auth AP1 2.0 and E-Kyc API 2.1 compiiance), MFS100 Driver and MFS100 Client service (Aadhaar Auth API 1.6 compliance) setup induding

pre-requisites and test application

Download MFS100 Drive
o - 4 czd Drive
aM RD Service and Management Cient

Install MFS100 Client Service


http://download.mantratecapp.com/Forms/DownLoadFiles
http://download.mantratecapp.com/Forms/DownLoadFiles

1. Start installation:

Right click on setup file and select “Run as administrator”.

Note: To install MFS100 scanner drivers and necessary service, setup need to access system32 folder.
In this case setup need administrator privileges.

p |

0M0MOME11.87 Ak A 1 41

& MFS100ClientService.

Open

=

(=]

Run as administrator

& @ @ @@ >

Troubleshoot compatibility

Select Left File for Compare

Add to archive...

Add to "MFS100ClientService.rar”

Compress and email...

Compress to "MFS100ClientService.rar" and email
ZoneAlarm >
Pin to Taskbar

Pin to Start Menu

Restore previous versions
Send to »

Cut
Copy

Create shortcut
Delete

Rename

Properties

2. Welcome Wizard:

-
i3 Setup - MFS100ClientService

elcome to the
MFS100ClientService Setup
izard

This will install MFS 100ClientService version 8.0.0.3 on your
computer,

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

(Ltext> D




3. Destination Location

-
i3 Setup - MFS100ClientService @_ﬁ

Ready to Install ‘
Setup is now ready to begin installing MFS 100ClientService on your computer. @
Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -

C:\Program Files\Mantra\MFS 100ClientService

| <gack [ mstal ||| cancel

4. MFS100 Scanner Driver Setup Wizard

-
§5) Setup - MFS100 Fingerprint Sensor Driver [ESREE

Welcome to the MFS100
Fingerprint Sensor Driver Setup
Wizard

This will install MFS 100 Fingerprint Sensor Driver version
8.0.0.3 on your computer.

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

l‘ Next > 'I Cancel




5. Driver Installation Directory

@ Setup - MFS100 Fingerprint Sensor Driver

Select Destination Location
Where should MFS 100 Fingerprint Sensor Driver be installed?

l ' Setup will install MFS 100 Fingerprint Sensor Driver into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Program Files (x86 ingerprint Sensor Driver | Browse... |

At least 3.6 MB of free disk space is required.

<§adc|uext>|Canoel|

6. Driver Start Menu Directory

§5) Setup - MFS100 Fingerprint Sensor Driver aeleiSh

Select Start Menu Folder
Where should Setup place the program's shortcuts?

u Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

FS 100 Fingerprint Sensor Driver I Browse... ]

< Back Next > |Cancel|




7. Driver Directories Confirmation

r 3
g%' Setup - MFS100 Fingerprint Sensor Driver E‘_ﬂ

Ready to Install "
Setup is now ready to begin installing MFS 100 Fingerprint Sensor Driver on your C
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files (x86)\MFS 100 Fingerprint Sensor Driver

Start Menu folder:
MFS 100 Fingerprint Sensor Driver

8. Start Driver Installation

-
Device Driver Installation Wizard

e Welcome to the Device Driver
Q\ Installation Wizard!

~§

This wizard helps you install the software drivers that some
computers devices need in order to work.

To continue, click Next.




9. Completing Driver Installation

7

Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

DRVEr Tame Statos
vV Mantra Softech () Pvt Lt... Device Updated

A

10. Finish Driver Installation

r N
j@ Setup - MFS100 Fingerprint Sensor Driver [ =) I" J

&

Completing the MFS100
Fingerprint Sensor Driver Setup
Wizard

Setup has finished installing MFS 100 Fingerprint Sensor Driver
on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.
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11. Installing MFS100 Client Service
r ™ |
# ° C:\Program Files\Mantra\MFS100ClientService\InstallUtil.exe \ o | & .—83-]

Microsoft (R>) .NET Framework Installation utility Uersion 2.08.58727.5483 -
opyright <(c) Microsoft Corporation. All rights reserved. —

Running a transacted installation.

Beginning the Install phase of the installation.
See the contents of the log file for the C:\Program Files\Mantra\MFS188ClientSer
vice\MFS188ClientWinSvuc.exe assembhly’s progress.

he file is located at C:\Program Files\Mantra\MFS188ClientService\MFS1088Clientl) "

inSvc.InstallLog.
Installing assembly ’C:\Program Files\Mantra\MFS188ClientService\MFS188Clientlin

Affected parameters are:
assemblypath = C:\Program Files\Mantra\MFS188ClientService\MFS188ClientWinSvc

= C:\Program Files\Mantra\MFS1088ClientService\MFS188ClientWinSvc.Inst

lngtoconsnle =
Installing service MFS188ClientSvc...
Service MES1VVCILi1entSuc has been successfully installed.
Creating EventLog source MFS188ClientSvc in log Application...

A

12. Finish MFS100ClientService Installation

'Q Setup - MFS100ClientService o] & | =
Completing the
@ MFS100ClientService Setup
C Wizard

Setup has finished installing MFS 100ClientService on your
computer.

Click Finish to exit Setup.

V|1 agree to install certificate for avoiding security issues.:

V| Open test page

| Finish




Internet Explorer

Opening Test Page with below link (Click or Ctrl + Click) or follow below image

file:///C:/Program%20Files/Mantra/MEFS100/MFS100ClientService/Test/MES100ClientServiceT
est.htm

vl 4. » Computer » Local Disk (C:) » Program Files » Mantra » MFS100 » MFS100ClientService » Test

s = N1, Go to this path —
Na—— . 2. Right click on this file
3. Select on "Open with"

Organize v @ Open ~ Print New folder

T Name Date modified 4. Select "Internet Explorer"
B Desktop jquery-1.8.2 js 260 KB
# Downloads i 4 KB
%3 Dropbox | | MFS100ClientService] K8|
& OneDrive
‘% Recent Places
4 Libraries ¥ Select Left File for Coefipare
|5 Documents » | @ Firefox \
J Music B Addto archive... (& Internet Explorer
[&5] Pictures B Add to "MFS100ClientServiceTest.rar" @ Microsoft Visual Studio 2008
B videos W Compressand email.. ©0  Microsoft Visual Studio 2010
¥ Compress to "MFS100ClientServiceTest.rar" and email i % i
i o  Microsoft Visual Studio 2013
M Computer ZoneAlarm 1 Nobspad
“ Local Disk (C:) Restore previous versions R
w Setups And Backups (D:) Send to » @ | KarminStidio
ca B4 (F)
e B2 (G) z"‘ Choose default program...
ca New Volume (H:) opy
= Backup (1) Create shortcut
Delete
€l Network Rename
Properties
[E=mE=R |
((5;:7(@|@ CA\Program Files\Mantra\MFS100\MFS100ClientService\TestMFS100ClientServiceTest htm £ - ¢ || @ Mrs100 Web Test x| | ok
- v [ g v Pagev Safety~ Tooksv @~ [B ¢
MANTRA-MFS100-TEST A
Please check that your bowser is asking for enable script of not. If yes then enable it, If you are using Internet Explorer then it will ask for “Allow Biocked Content’,
First call may take some time, 5o wait after click any button
C apture and Match Serial No: Centification:
Make: Modet:
= -
Local P Local MAC:
G % RBD Data Public 1P System ID
sanus. 0 Click on "Get Info"| to get scanner information
o (if your scanner is locked with key and if you have that key é Service Unavailable
*| then you can enter that key here otherwise you can leave it
e as
Baseb4Encoded ANSI Template I v
7. If you are facing this kind of message m;r cﬂélﬁng on button " G;t lnifoj'
BaseS4Encoded 150 Image
then follow the steps shown in next image.
Baseb4Encoded Raw Data.
Baseb4Encoded Wiq Image Data
5. Click on "Allow Blocked Content" if IE is asking for that
Encrypted BaseS4Encoded Pid/Rbd
Encrypted BaseB4Encoded Session Ke‘ 5 3 s g |
Internet Explorer restricted this webpage from running scripts or ActiveX controls. Allow blocked content | % v v




| General | security | Privacy | Content | Connections | programs | Advanced |

<

Wa'nifPOSTsubnittalisredrecbedtoTzonematdoesn ]
i i »

*Takes effect after you restart your computer

Settings
[] Enable Enhanced Protected Mode™® -
Enable Integrated Windows Authentication™®
Enable native XMLHTTP supoort 15. Unckeck this check box if
Enable SmartScreen Filter .
™| Enable Strict P3P Validation™ it is checked.
Send Do Not Track requests to sites you visitin Internet £
16. Check all these check box
if it is unchecked
Use TLS 1.2 28 ;
Warn about certificate address mismatch® = /1 7. Click "OK"
Warn if changing between secure and not secure mode :
[@]

18. Restart "Internet
Explorer" browser and then

| Restore advanced sepfias | est again for capture finger
Reset Internet Explorer settings F 2
Resets Internet Explorer's settings to their default
condition.
You should only use this if your browser is in an ug
.| [ Cancel Apply
s S
(5 )(=)| E) C\Program Files\Mantra\ MFSL00\MFS100ClientService\Test\MFSL00Cii htm £ - ¢ || @ MFs100 Web Test x| | AL
- v [ deh v Pagev Safetyv Toolsv @~ [ 3 M
MANTRA-MFS100-TEST A
Please check that your bowser is asking for enable script or not. If yes then enable it. If you are using Internet Explorer then it will ask for “Allow Biocked Content”,
First call may take some time, so wait after click any button
G Fingerimage e
Cature and Match Serial No:
Make:
=
Local IP
Gt RBD Data Public 1P
Select a Certificate
Status:
o localhost
o 2 Issuer: GlobalSign Non-Public SHAZ...
19, After restart browser, click "Get Info" button. ~ :., 7 A. .(. .r.. I3
Base64Encoded 15O Template Click here to view certificate prope... |
20. If any window appear for select Jml/ ‘ 4| DS MANTRA SOFTECH (IN.. 7
name like. thi gsmeﬁ' cate appears then click on that [ Issuer: e-Mudhra Sub CA Class 2 for... \
B‘m P E:E"OK" Valid From: 12/15/2015 to 12/15/2017 v
If this certificate is not listed then you can choose
e s o [
Baseb4Encoded Raw Data
Base64Encoded Wsq Image Data \
Encrypted BaseS4Encoded Pid/Rbd
Encrypted BaseS4Encoded Session Key
v




@ié)ﬂ &1 C:\Program Files\Mantra\MFS100\MFS100ClientService\ Test\MFS100ClientServiceTest.htm f-c || E MFS100 Web Test x | | n

o~

v Pagev Safetyv Toolsv @~ [ < OI

MANTRA-MFS100-TEST

Please check that your bowser is asking for enable script or not. If yes then enable it. If you are using Internet Explorer then it will ask for "Allow Biocked Content”,
First call may take some time, so wait after click any button

Get info Capture e 1. After clicking on "Get Info' and selecting certificate you can see below values displayed on screen

Capture and Matcl "/ NN Serial No: 0237981 Centification: STQCPIV
x Make: MANTRA Modek MFS100
Width: 316 Height 354
K | Local 1P 192168.1.202 Local MAC: 4C72892121FA
Get RBD Data TR A Public 1P 4322896124 System 1D, GA7FEBFDODBASABFBFFD

Quality: Quslity: 65 Nfig: 2 W(in}: 0.63 H)

0,71 sres(in): 0.45 Resoluion: 500 GrayScale- 256 Bpp: 8 WSQCompressRatio: 10 WSQinfo: WSQ encoding

RRISACAMARARLFORANEPAF: AMUAXUME AR oMOCKANEE PICuRD0 ZNUCKALNS V4 DXANE 22 ICEARL 1 KUDi RP2HX Y CaATCLV4CyAT RS 2EEDAOVEL ATexZIERAO2SQ0DeR JATHOQACL wV4Ca
AM7NPICFACHOZIDLAN:3ZICH YBeAQPMZIC/ATKZKYD3A0+SPIESANEGS Qe SUIDTAHARZEE! 25353033 FIB2ADORZEDHACHOUECYAOEPNUCSA s
AR/SXYDyANLEXYCLAT £nZ IBXATVIZIE: = 2EApAL222 ISPAUKOKICIAEw+ZEAXAUTYV4AgAUe SPEDGABLIPARA

22. Click on "Capture\button, -~

Baseb4Encoded 1SO Template

2oREAEhI1QLARLYTRGNCASIn] kgl SBEqdQOIA/ KFdgToh QEMREShEQHIR 2 PMESARIQCMEMZE gmczzxavqnzsx
ht-wi UASpEkgM=ARHNEgIwEE=dXQIMET aBdgF4EMgEkgLEA121dgPeA7415G0EA04+Ig00BE4 J0gNMAe 25LQ0TBROoVIQREBIIFJQCMAonx JQDEET  BUGHMAPOxk QMeATqiQQL IA4R01QI TEBZAdgLOBC =Rd
essessnc e lig ill blink 0“35@1!';52.” hdgI=BNEJTkgHEENTpEg0gA/ ShOQCSA50MQCkATKSkgEEEIDaogRUAS THE CDEBRThKGCABRUSQMYAF 46 RRRS

Put your finger on scanner aad wait for stop the red light,
mqﬁ QRHOAEQBSAGAARZ 3 Sy N yey

BsseMEnculg!uilx!u &g@pturedsucwss mve ai nge /lmragexw )] m?m«////////'//////I/l//////rl/////////“////'/////////////"///’///////////////’///////////////H////////////////
v FEHITILTIIELT /. //‘ / //////////; ey TILELITILIEEL I LIL2E 1Y LHERLALITLLILLIETTEL 21 TT
'/////' /:/’//////// // ik LITTEELLELITIELE L L2 ET LI 1T1ELEY [ELELLETELELILETELES. LELELLLLTLEIL2LITLELE LY

R iy
Baseb4Encoded Raw Data Ry es
R R R R N R e i
LILELHI LTI L EE LT L LT ELLTLL AT LTI E LA LLLE LTS L L ILLELT LT L LRSI ILE L LTS L LS TLLLL LT LA TS IL LT LS LRI AT L3+ L LIPS TELIIL LTI LTI IR0,
/€D/gABETR1TVESDT00g00PASVhEVOLE C1BJRESIRUIHIFQoMaUOCIBINESER 4C1EQSSAIMDARTE ST kgMQpDT 0xPU1NQQUNE IEGSQVkKQOSNUE Jka_NuxJ‘q'.’_}«RCla Tve _u:.uxmymh/sgxc:m
Base64Encoded Wsq Image Data TIRIQEFKADS A 13QARSPME: ‘xmgEL3 idR sQAL4Xe MwAIL AER+TETHwEL Infalt/+1AYUCACKCGSTCIRRCGSUCIRACGSICIRECGSUCIRED/ 2 ICH: Ho <CHan J
70=CHGACE1 <CTMACGGACH/MCGakCHYID/ 3 4CHOTCGk wCHA4CG £wCHy 406z 0CTBYCHGRCTheD/ 3 4CHo ICHSUC I voCGhECH gCHRACT 1k CHSeC I+ CHVK CI o CHRME T £ oCH ACJ‘IICHWCA.QUC'H;IC\JCKCHJgCJEQG‘Z:C;&LCHqQEmC
H+4CJ1ECHTACIwYCHAQCIAICHRsCI2ACHIECTRUCTXECKDICH22CTccCHL aCIG4CHEwCIgICI0ECIEsCHIQCT ] ICH5 00T £ACTGECTunCI2ECRnQCINYCRCCIOGCT3 0CIAMC JmoCIoACKRYCTocCRNEC Ik CReUCGnUCKEACIOOCLEAC

Encrypted Base64Encoded Pid/Rbd

Encrypted Base6Encoded Session Key

)

16. Service Status: If you are facing problem in point 14 then please check service status shown as below
figure.

Il Control Panel liems » Seorch Control Panel

- . =
®* R Control Panel

Adjust your computer’s settings View by:  Small icons ¥
¥ Action Center % 1. Control Pane
@) Adobe Gamma (32-bit) =3 AutoPlay
A Db, i, b o (P File Action View Help
" k EEE T
P -
- << All Control Panel tems b Administrative Tools v [ %3 | [ Search Administrative Tools | [2% Services (Locd
A o G (
Organizeivi[850pen \ 5| MFS100 Client Service Name 2 Description  Stat 4
o * Name Date modified Type Stop the service
= Restart the service] 2
B Desktop (2} Component Services Shortcut Microsoft ....
18 Downloads (8 Computer Management Shortcut e %% Microsoft .NET Framework .. Microsoft ...
escription: i i
3 Dropbox Data Sources (ODBC) 7/14/2009 10: Shortcut P . MicrosoftsNET Frameworics: - Microsotkas
; ) Microsoft .NET Framework ... ~Microsoft ...
% OneDrive Event Viewer 7/14/200910:24 AMSSPbrtc —
““..ﬂ Heuapiais g Totemet ok e @) 6.0 M = h 'rtA!“m'rHStrai ve TOOIS f4: Microsoft Forefront UAG En...  Manages Fo... i|
- ntemet information Services e oy i Microsoft Forefront UAG Qu... Reports clie.. Start]
R s Tnieme Batnahdn Sevice (19) Manades Sheftcok Microsoft iSCSI Initiator Servi... Manages In...
ET Libraries s & 'SCS“mtlat?' ) 714/200910:24 AM "Sarvices — Microsoft Office ClickToRun... Manages re.. Start
[3 Documents {3l Local Security Policy 22/20151:38 AM  Shortcut < Microsoft Software Shadow ... Manages so...
& Music &) Performance Monitor 7/14/200910:23 AM  Shortcut Mozilla Maintenance Service  The Mozilla ...
&= Pictures [#% Print Management 1/22/2015137 AM  Shortcut  Multimedia Class Scheduler  Enables rela... Start
B videos 7/14/200910:24 AM  Shortcut Net.Msmq Listener Adapter ~ Receives act...
5 System Configuration 7/14/200910:23 AM  Shortcut RNeLPIpELtener Adapter Recevesact.. St
1™ Computer (2 Task Scheduler 7/14/2000 10:24 AM  Shortcut Net.Tcp Listener A'dapter : Rece'lves “t,"' Start
&, Local Disk (C) BP Windows Firewall with Advanced Security  7/14/200910:24 AM ~ Shortcut - sz‘" PEiShaAng Sevice :"_‘"f?‘ ati.; St
L ogon aintains a .
s Source (D) Windows Memory Diagnostic 7/14/200010:23 AM  Shortcut En ethrk e Tioteelinre “Tiietuorts Tatt
s Setups And Backups (t (8 Windows PowerShell Modules 7/14/200811:02 AM  Shortcut N ——— P —
e BA(F) o - J  Network List Service Identifies th... Start ~
— Fx2 (G 8 i | 3
Services Date modified: 7/14/200910:24 AM Date created: 7/14/2009 10:24 AM < [ * |\ Bdended {Standard /
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[nnoveation that count

1. Download link for Mantra RD Service Setup.

Registered device service of MFS100 is fully compatible with latest Aadhaar Authentication
APl 2.0 (rev 1).

Registered device service Setup for MFS100 is available on our download
portal

http://download.mantratecapp.com/Forms/Do
whlLoadFiles.

Download

? MANTRA PRODUCTS

MANTRA RD Senvice (Azdhaar auth API1 2.0 and E- '(/ API2.1com pliance) MFS100 Driver and MFS100 Cient service (Aadhaar Auth API1 """"'p ance) setup induding
pre-req yistes angd test app! lication

Install Mantra RD Service



http://download.mantratecapp.com/Forms/DownLoadFiles
http://download.mantratecapp.com/Forms/DownLoadFiles

MANTRA MANTRA REGISTERED DEVICE SERVICE

3. Mantra RD Service Installation.
1. Start installation:

Right click on setup file and select “Run as administrator”.

Note: To install Mantra RD Service, setup need administrator privileges.

Name Date modified Type Size
° MantraRDService.exe 7/21/200711-41 AN~ Annlication 3,288 KB
| Open
# Run as administrator
Troubleshoot compatibility
[&f Edit with Notepad++
¥ Select Left File for Compare

2. Welcome Wizard:

® Setup - Mantra Registered Device Service Production Lol e

Welcome to the Mantra
Registered Device Service
Production Setup Wizard

This will install Mantra Registered Device Service Production
version 1.0.0 on your computer,

Itis recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

{ Cancel

3. Destination Location:
& Setup - Mantra Registered Device Service Production (e S|

Ready to Install ‘
Setup is now ready to begin installing Mantra Registered Device Service C
Production on your computer.

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files\Mantra\RDService \MFS 100

[ < Back l Install ][ Cancel

MANTRA REGISTERED DEVICE SERVICE API 1.0



MANTRA MANTRA REGISTERED DEVICE SERVICE

4, Finish RD Service Installation:

& Setup - Mantra Registered Device Service Production =2 ——

Completing the Mantra Registered
Device Service Production Setup
Wizard

Setup has finished installing Mantra Registered Device Service
Production on your computer.

Click Finish to exit Setup.

After installation of RD Service, it can be found under Services form “Control Panel\All Control Panel
Items\Administrative Tools”.

* " Services (Local)
Mantra AVDM Name . Description Status Startup Type
: $4Mantra AVOM Mantra Aadhaar Vendor Device Manager Stated  Automatic
Stop the e Mantra AVDM Helper Mantra Aadhaar Vendor Device Manager Helper Stated  Automatic
Restartthe service rer s P oo . . R

MANTRA REGISTERED DEVICE SERVICE API 1.0



MANTRA MANTRA REGISTERED DEVICE SERVICE
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5. Public to LO Conversion (MFS100 Registered Device)

>
When RD Service will detect public device then it will convert it into registered device and user will be notified again with
success response by RD Service.

After that you need to unplug and plug your device.

MANTRA AVDM

!

You have successfully converted device into aadhaar
registered device.
Kindly unplug and plug your device again.

OK

If your device is not listed at Mantra Management Server than user will be notified with below message so in this case you

need to contact with our Servico Team at http://servico.mantratecapp.com Or

+91-79-49068000.

MANTRA AVDM

!

Emror: -215(Please get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-45068000 )

Once registered MFS100 device will be plugged to the system, RD service will detect it automatically and validate it on
Mantra’s Management Server.
Once validation competed then it will generate below popup for user information.

MANTRA AVDM

!

Framework is ready to use

Ver: 1.1

MANTRA REGISTERED DEVICE SERVICE API 1.0
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6. RD Service Test Application

1) HTTP: http://rdtest.aadhaardevice.com/
2) HTTPS : https://download.mantratecapp.com/rd/securerdtest.html

>

By running RD Service Test application, user can detect all RD Services installed in their system.

Select Option to Capture
AVDM (READY)Mantra Authentication Vendor Device Manag v
Initialized Framework _ ) ;

Tineont 10000 vlpidVer | 20 vlEw | PP v FingerCount| 1 ¥ |FingerType FMR v
IisCount | 0 Y (InsType | SELECT v

badh FaceCount | 0 v |FaceType | SELECT v

Vi
DataType % ¥

User can get Device Information which is connected to its system.

Select Option to Capture
AVDM (READY)Mantra Authentication Vendor Device Manag ¥
Timeout 10000 v Pdver | 20 vEw | PP v FingerCount| 1 v FingerType| FMR v

Discover AVDM

Device Info

Iris Count 0 v rsType SELECT v

Wadh FaceCount | 0 v FaceType | SELECT v

Y
DataType x v
ERSONAL IDENTITY(PT) ERSONAL ADDRESS(PA)
Name Match Valuej| Select v Care Of] Building]
Match Strategy| ® Exact O Partial L Fuzzy Age Landmark Street]
Local Name; LocalMatchValue| Select v | Locality] PO Name
DOB3 Genderf| Select v City] Sub Dist]
Phone;] Email] District] State
DOB Type| select v PinCode] Match Strategy)| @ Exact
[PERSONAL FULL ADDRESS(PFA) 1|
Match Strategy]] ® Exact O Partial O Fuzzy I Match Value]| Select v | Local Match Value]| Select v | Il
Address Value: Local Address:
L yZ
Capture
wd/deyice oo
<2xml version="1
xKJAoagws,t'rma \bNRYYSETD2Z0ZWNOIE 1UZGLNIFB2dCBMAGOEM I ESMDSGALUEMM g Z5b29yIFNOYWIWYXROT Ed1anFy vy
wdHdwpl J0blVUADE IMCMGALUEChMC TWFUGHI hIFNVZNR LY 282 SWSKaWESUHZOTEXOZDELM -«kGaLU‘Eth.}wmCMUTcuCOEB‘DHJ MTMulihCNMT CWOTE2MDgZ! an FCBSDEKMCIGCSQGSIDIDY!
Btymsec Z\ MQS W EW]ITIEQUASGA B\LNFJ.VAQV ALUEBXM. A1UEC 1vb mlJIElhDV‘V"Y\"(GdX]lMSJI WYDVQQL aCBIbe THRKM
EAQEF-«»«Q.-«QSAV'IIE(gY[-«QE«L EDIrneock: Zr 2G03zhzhauNMIKZ7Nz! 1ILVei u,lSpE"xg.DPTSF»\‘LDMW«D12]leES(‘JPJ?E?mlR‘hJ"lIalbﬂl
YOD25SY: n/ QOWhPSSVeCcOFMaVE; '\XSA“GEC{DS‘HDFEA gr WIDAQABMAD Y
mLBX: 334~pHCPQt,FnUxL.C‘ggQHr‘ 1758VEEr +KWNZLETUThXkeQHFRXCNIAXHMI Gy Iy YFBYHFNNX1HUI SORZEEXIK1 ZRUNZLWGENI +T 1z jdt PAZUA
60/ 2jokesbtzmieN+/g4Xu2z! uTV'k‘iF
<additional_info>
<Param name="

MANTRA REGISTERED DEVICE SERVICE API 1.0


http://rdtest.aadhaardevice.com/
https://download.mantratecapp.com/rd/securerdtest.html

MANTRA MANTRA REGISTERED DEVICE SERVICE

>

By calling capture function of RD service, user can capture biometric data.

Capture Reset

avdm/device info
<xml versi
<RDService
<Interface
<Interface it
</RDService>

ntra Authentication Vendor Device Manager”>

/rd/info" />
d/capture” />

pid options

<xml ve "1.8"2> <PidOptions ver="1.8"> <Opts fCount="1" fType="@" iCount="8" pCount="0" format="9" pidver="2." timeout="12@@@" posh="UNKNOWN" env="PP" /> </PidOptions>

pid data

<2xml version="1.0"2>

Management Server

It is necessary that RD service installed in client machine must interact with Mantra’s

Management Server.

For that, client machine must access the domain https://aadhaardevice.com and it’s all sub-
domains.

Proxy in Network (if proxy is required to connect internet)

Please note, if you are using Proxy in your network then you need to change Mantra RD Service Logon.

A\

Open “Control Panel\All Control Panel Items\Administrative Tools\Services”

Go to Mantra AVDM -> Properties -> Log On -> Change “Local System” to “This Account “ and enter
system username & password as from you login to system.

MANTRA REGISTERED DEVICE SERVICE API 1.0
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Mantra AVDM

Stop the service
Restart the service

Description:
Mantra Aadhaar Vendor Device
Manager

»
Name Description  Status

Startup Type  Log On As

4 Mantra AVDM Mantra Aad... Started
i Mantra AVDM Hel... Mantra Aad... Started

Automatic Local Syste...
Automatic Local Syste...

[ Al
Mantra AVDM Properties (Local Computer) % Colact User m
Log on as: User or Built4n security principal Object Types.
") Local System account From this location:
Allow service to interact with desktop Swo7-PC
Browse... Enterthe object name to select (examples): -
SW07-PC\sw07
Password: Inuoouoouou
Confim

Help me confiqure user account log on options

Browser Configuration for Web RD Test

1) Chrome

Open chrome browser and write below in url and click on Enable “Allow invalie
certificates for resources loaded from localhost” and then click “RELAUNCH NOW”

chrome://flags/#allow-insecure-localhost

/ [ Cyberoam Captive Portal X / A8 chrome://flags/Zallow-i x\
o )

& C | ® Chrome

chrome://flags/#allow-insecure-localhost

| Attow invalid certificates for resources loaded from localhost. |
AllOWS requests 10 localnost over A1 I N an invalia cert

Default v ‘

when a allg certi

Your changes will take effect the next time you relaunch Google Chrome.

RELAUNCH NOW

MANTRA REGISTERED DEVICE SERVICE API 1.0
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2) Firefox

Open Firefox browser and write below in url and click on “l Understand the Risks” , click
“Add Exception” , it will open Add Security Exception popup and then click “Confirm Security

Exception”.

https://127.0.0.1:8005

@ https://127.001:8005

47
|

|

This Connection is Untrusted

You have asked Firefox to connect securely to 127.0.0.1:8005, buj
connection is secure,

Normally, when you try to connect securely, sites will present trus|

are going to the right place. However, this site's identity can't be Wy

What Should I Do?

If you usually connect to this site without problems, this error cou
impersonate the site, and you shouldn't continue.

Getme out of here!

Technical Details ; cjicy below link

I Understand the Risks

wBe 3

-
Add Security Exception

[===)

If you understand what's going on, you can tell Firefox to start tr
you trust the site, this error could mean that someone is tampf

Don't add an exception unless you know there's a good reason wh|

identification. 2. Click below button

Add Exception_

You are about to override how Firefox identifies this site.

LJA‘ Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Pl ttps//127.0.0.1:8005,
Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature.

@ Z >
|¥] Permanently store this exception 3. Click below button

==
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3) Internet Explorer

P e T T

Select  2ore ) view o Change secunty settnge.

hteret  Lxcarowwt [EEREEEE estcted
wiey
Trusted stes f
Thes 2one contans websties hat you . )
truat not 1o damage your computer or
your fles.
Tou have webstes n s 2ore
Secunty level for s 2one
Custom
Custom settngs. -
"To e P sitrgs, 4 Cstom et q S ) v | | senar e et o o s o e
Yo ume B recommended settrgs, dick Defaut level, “Tohas offect st Yo restart your .*“M*mi ~77 PRSI LS
Reset cstom settngs Refet custom setings
[ Enable Protectad Mode (requres resty tng Internet Explorer) — g e ———
‘ T z Beoet o |osecm (defout) o) (Rt Bt (g (detodt) v [ Aget. ]
= Click "OK™ -
o} [
Click "OR"
——— Chick on "Custom Level” and "Enable™ these options
(ot ] [ o shown as per lmage and "Disable” smart screen filter as per this image

@ https//download.mantratecapp.com/rd O ~ @ © || @ RD Service Client k{43
— - - —
Select Option to Capture Print i
File
Initialized Framework [ Intemet Options "
inger Count| 1 Zoom (100%)
SscoerAl® dl. Y '.I ivacy | | ons | Programs | You can add and remove websites from this zone. All websites in isCount 0 S
3 this zone will use the zone's security settings. g0 Add site to Start menu
De 0 ) s ) ace Count | 0
Select a zone to view or change seaurity settings. 6. add Url shown in below images — View downloads Ctrl+)
o & J s Add this website to the zone: Manage add-ons
Intemet  Local intranet | Trusted sites | Restricted I s Elabevsopesiicak
PERSONAL IDENTITY| — 4 A Go to pinned sites
http://127.0.0.1 C ibility View settings
[ o] el (= ) N7 = |
e trust not to damage your computer or ———=== 7 | Internet opti
Match Strategy:| ® your fles. 5 http:/focahhost 2.| Intemet options
| You have websites in this zone. — About Internet Explorer
Local Name: Security level for this zone 5| —
DOB: IReqiesaverveﬁﬂcaﬁon(hm:)fwdmhh‘sm l 1
# Custom 7. if your site using only "http" insted of "https"
one: Custom settings. then you can uncheck this box -
-To change the settings, dick Custom level. 1 @ Exa
DOB Type: ~To use the recommended settings, click Default level. Yy ct
Enable Protected Mode (requires restarting Internet Explorer)
[ customievel... | [ Defauitlevel | el Vilae
[ Resetal zones to defauitlevel | N ‘ N
Local Address; |
v v
i Lo ] Coma J[ mny |
avdm/device info
A
v
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Settings

]md]m[m[cmt]cmlmulmﬂwl

condition.

Reset Internet Explorer settings
Resets Internet Explorer's settings to ther default

You should only use this |f your browser is in an ugdisab

“Takes effect after you restart your computer

| Restore advanced sejpfs |

Explorer" browser and then
test again for capture finger

[ Enable Enhanced Protected Mode® -
[¥] Enable Integrated Windows Authentication®
cil port Unckeck this check box if
|| Enable SmartScreen Filter .
T Enable SUKLP3 Vakdaton™ it is checked.
[7] Send Do Not Track requests to sites you visit in Internet £
] Use SSL 3.0 Check all these check box
[¥] usems 1.0 if it is unchecked
V] usems 1.1
V] Use TLS 1.2 = ;
V| Warn about certificate address mismatch® {EJ / Click "OK"
|77 Warn if changing between secure and not secure mode
V] Warn if POST submittal is redirected to a zone that doesn ™
CGP n ] ' / Restart "Internet

Date Time and Time Zone

-
= Date and Time

Date and Time | Additional Clocks | Internet Time

Date:

Time:
3:19:22 PM

Friday, August 18, 2017

Time zone

[ (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi I

[ Change time zone...

Daylight Saving Time is not observed by this time zone.

Get more time zone information enline

How do I set the clock and time zone?
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